C KaXJIpIM TOJIOM MOJIOJIS)KH B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, @ MIKOJIHHUKHA OJHHU M3 CaMBIX
aKTUBHBIX IOJIb30Barenel PyHera. Mexay TeM, IMOMMMO OIPOMHOIO KOJMYECTBA BO3MOXKHOCTEM,
MHTEPHET HECeT U NMpo0JieMbl. DTa MamMsATKa JI0JDKHA TIOMOYb Tebe 0e3011acHO HaXOAUTHCS B CETH.

KomnbrorepHbie BUpPYyChI

KoMmbroTepHblli BUpYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIBHOMN
0COOEHHOCTBIO KOTOPOH SIBJISETCS CMOCOOHOCTh K Pa3MHOKEHHUIO. B J0mONHEHHE K 3TOMY, BHPYCHI
MOTYT TIOBPEIUTh WM TMOJHOCTHIO YHHYTOXHTH Bce (ailibl W JaHHBIC, IOJAKOHTPOJIbHEIC
10JIb30BATENI0, OT MIMEHHU KOTOPOTro Oblja 3allyleHa 3apakeHHasl IpOrpaMma, a TaKKe NOBPEINUTh WU
Jake YHUYTOXXHTH OTNEPAlMOHHYIO CUCTEMY CO BceMu (paiimamu B menoM. B OospmmHCTBE CitydaeB
PacnpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MCTOHBI 3alIUTBI OT BPECAOHOCHBIX MPOTrpaMM:

1. Ucnonb3yil COBPEMEHHBIE ONIEPAIMOHHBIE CUCTEMBbI, UMEIOIINE CEPhE3HBINA YPOBEHD 3aLUTHI OT
BPEIOHOCHBIX TIPOTPAMM;

2. TloctosiHHO ycTaHaBiuBal mayTH (UM(QPOBBIE 3aIUIATKH, KOTOpPHIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCA C LIETbI0 JOPaOOTKH MPOrpaMMbl) U JIpyrue OOHOBJIEHHS CBOEH OlepalrOHHOMN
cuctembl. CkaynBail UX TOJIBKO ¢ oduIuanbHOTO caifta papadorunka OC. Ecnu cymecTByer pexum
aBTOMAaTUYECKOT0 OOHOBIIEHUS, BKJIIOUH €T0;

3. PaboTail Ha cBOEM KOMIIBIOTEPE TOJ MpaBaMH MOJb30BaTENs, a HE aAMUHUCTpaTopa. DTO HE
IIO3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX IIpOTrpaMM MHCTAJUIMPOBATBCA Ha TBOCM IICPCOHAJIBHOM
KOMIIBIOTEPE;

4. Hcnosb3yil aHTUBHPYCHBIE MPOTrpaMMHBIE TPOAYKTHl HM3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKUNA TOCTYI K KOMIIBIOTEPY JIJIsl TOCTOPOHHUX JIUIL;

6. Mcnonp3yii BHEIIHUE HOCUTEHN HHPOPMAIINH, TaKUe Kak ¢uienika, TucK Uiy (aila u3 HHTepHeTa,
TOJIKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He OTKpbIBaii KOMIBIOTEpHBIE (haljIbl, MOJTYYCHHBIC M3 HEHAJEKHBIX MCTOYHHMKOB. Jlake Te
(aiinbl, KOTOpbIE NpUCIall TBOM 3HAKOMBII. Jlydllle yTo4HM y HEro, OTIpaBIsil U OH Tebe uX.

Cern WI-FI

Wi-Fi - 910 He Bua mepenadn JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeHs, Mapka. Emie B 1991
roJay HUJepIaHacKas koMaHus 3apeructpuponaia openn "WECA", uro 0603Ha4ano cIoBoCcoYeTaHUE
b
"Wireless Fidelity", koTopblit mepeBoauTCs Kak "OGecrpoBo/iHAsS TOYHOCTD'".

Jlo Hamiero BpeMeHH Joluia pyras abOpeBuarypa, KOTopas sIBJISETCS TAKOM jke TEXHOJIOTHel. I1o
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHue ObIJIO JaHO C HAMEKOM Ha CTaHJApT BBICIIEH 3BYKOBOM
texuuku Hi-Fi, uto B mepeBoje o3Hauaer "BhICOKast TOUHOCTH".

Ja, OecnjaTHbIi HHTEpHET-IOCTYH B Kade, OTelsIX M adponopTax sBISIETCS OTIMYHON
BO3MO’KHOCTBIO BBIXO/Ia B HHTepHET. HO MHOTHMe 3KCepThl CUnTAaroT, 4To obmenoctynusie Wi-Fi cetn
HE SIBJIAIOTCS 0€30TaCHBIMU.

CoBeTsl 10 0€30MaCHOCTH pabOTHI B 001IeI0CTYMHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro nuuHyto nHpopmanuio uepe3 oomenocrymnusie Wi-Fi cetu. PaboTas B HuX,
JKeJaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIA, JIOTHHBI U KaKue-TO HOMEPA;

2. HWcnons3yih W OOHOBIANW aHTHBHpYCHBIE NporpaMMmbl M OpaHamayep. Tem caMbIM Tl



o0e3omacuiib ceds OT 3aKaYKu BUPYyCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBannu Wi-Fi otkmroun pynknuro "OO6mmumit goctyn k daiimam u nmpuHTepam'.
Jannast QyHKIMS 3aKpbITa MO YMOJYAHHUIO, OJTHAKO HEKOTOPHIE MOJIh30BATENIM AKTUBUPYIOT €€ s
y100CTBa UCIIOJIB30BaHMSI B paboTe wiu ydede;

4. He ucnonb3yit nyoanunbiii WI-FI s nepenaun nMUYHBIX JaHHBIX, HApUMEp Ul BbIXOJa B
COLIMAJIBHBIC CETU WJIU B DJIEKTPOHHYIO I10UTY;

5. Wcnonp3yii Tonbko 3ammuiieHHoe coenuaenne yepe3 HTTPS, a ue HTTP, T.e. mpu HaGope BeO-
anpeca BBou umeHHO "https://";

6. B mo6misHOM Tenedone orkaoun ¢yuknuio "Tloaxmouenne k¥ Wi-Fi aBromarndecku". He
JIOTIyCKall aBTOMAaTUYECKOTr0 MOJKII0UeHUs ycTpoiicTBa K cetsM Wi-Fi 6e3 TBoero cornacusi.

CounajgnHblie ceTH

CoumanbHble CETH AaKTHBHO BXOJAT B HAIly JXU3Hb, MHOTHE JIIOJM pPaOOTAIOT W JKUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apernctpupoBan Muiumiap 4eJ10BeK, YTO SBIISETCS OJHOI CeabMOM BeexX
KHUTEJIeH IIaHeThl. MHOTHE TOJIh30BaTENId HE TMOHUMAKOT, YTO MH(OpMAIWs, pasMelleHHas UMH B
COIMABHBIX CETSIX, MOXKET OBITh Hai/IeHa U MCIIOJIb30BaHa K€M YTOIHO, B TOM YHCIIE HE 0053aTeNTbHO C
OJaruMu HaMEepEeHUSIMH.

OCHOBHBIE COBETHI 10 OE30TTACHOCTH B COIMAIIBHBIX CETSX:
1. Orpannyb CIUCOK Apy3ei. Y Te0s B IPY3bsIX HE JOJDKHO OBITh CITY9ailiHBIX M HE3HAKOMBIX JIFO/ICH;

2. amumiail CBOIO YacTHYIO >KM3Hb. He ykasbiBail mapoiid, TenedoHbl, ajpeca, aaTy TBOETO
POXKIEHUS M JIPYr'yl0 JUYHYI0 HHGOpManuio. 3JIOYMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN IUIAHUPYETE MPOBECTH KaHUKYJIBI;

3. 3amuirai CBOO peryTaIuio - ACP)KU €€ B YUCTOTE U 3aJ1aBail ce0e BOMIPOC: XOTEI ObI ThI, YTOOBI
Jpyrue TMOoJb30BaTEIH BHIEIHU, YTO ThI 3arpyxaemb? [Tomymaii, mpexae 4eM 4To-TO OIMyOJIMKOBATh,
HAIKCATh U 3arpy3UTh;

4. Eciu T roBOpuIIb C JJFOJAbMH, KOTOPEIX HE 3HACIIb, HE HCHOJ’IB?)Yﬁ CBOC pC€aJIbHOC MM U APYT'YIO
JIMYHYIO I/IH(bOpMaI_II/II/IZ HMsI, MECTO KHTCJIBCTBA, MECTO yLIe6BI " IIpoyec,

5. N36erait pazmenienus gpororpaduii B UnTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, 110 KOTOPOit
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHNUE;

6. HpI/I perucTpanuu B COILIMAJILHOM CEeTH HCO6XO,I[I/IMO HCII0JIb30BATh CJIOKHBIC ITapOJIk, COCTOAIIUC
u3 6YKB u I_II/I(i)p 1 C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. Ay couuanbHOM CeTH, MOYTHl U JAPYrMX CalTOB HEOOXOJMMO HCIOJIb30BaTh Pa3HbIC MAPOJIH.
Torna ecnu Te€6s1 B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIY4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO
BCE Cpasy.

JIeKTPOHHBIE IeHbIH

9J'IeKTpOHHLIC JCHBI'H - 9TO OYCHb y,[[O6HLII>i croco0 HJ'IaTC)KeI\/’I, OJIHAKO CYIICCTBYIOT MOIIICHHUKH,
KOTOPBIC XOTAT MOJYYUTDb 9TU ACHBI'U.

3J'IeKTpOHHLIC ACHBI'M TOABUJINCH COBCCM HCIABHO U UMCHHO H3-3a 3TOTO BO MHOTHUX IOCYapCTBaxX
A0 CHUX IIOP HE MMPOIKUCAHO ITPO HUX B 3aKOHAX.

B Poccuu xe oHu (I)YHKLII/IOHI/IPYIOT U 0 HUX YyXKC IMPOIMUCAHO B 3dKOHEC, TAC UX PaA3ACIIAIOT Ha
HECKOJIPKO BUJOB - aHOHUMHBIC 1 HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOPBIX



paspeiiaercss MPOBOJUTH oOmepanuud 0e3 HUACHTH(PHUKAIMU IOJIh30BaTeNsl, a B HEAHOHHUMHBIX
UICHTH(HUKAIIS TIOJIB30BATEIIS SABISETCS 00sS3aTEIbHOM.

Taxoke criegyer pa3nuyarhb IEKTPOHHBIC (PUATHBIE JCHBIH (PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM) U
AIIEKTPOHHBIC HE(pUaTHBIE IEHBIU (HE PABHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. IlpuBsiku K cueTy MOOHITBLHBIH Teste()OoH. DTO caMblil yIOOHBII U OBICTPBINA CITIOCOO BOCCTAHOBUTH
noctyn kK cuery. [IpuBs3anHblii TeneoH MOMOXKET, ecii 3a0yelib CBOW IJIATEKHBIA MMapoh WIN
3aiJIeNIb Ha CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit ogHOpazoBbie mapoiu. [locine nmepexoaa Ha YCUICHHYIO aBTOpU3AIMIO TeOe yxKe He
OyJIeT yrposkaTh OMAaCHOCTh KPaku WJIM TepexBaTa MIaTeKHOTO TapoJis;

3. BeiOepu cnoxsblii mapoib. IIpectynmHukam OyIeT He MpOCTO yraiaTh CIOKHBIA Mapob.
HanexHble naposu - 3T0 napoJiu, KOTOPBIE COJIEPkKAT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B ¢€0sI CTPOUHBIE
U TIPONHCHbIE OYKBbI, IUPPHI U HECKOJbKO CHMBOJIOB, TaKHe€ Kak 3HaK JoJuiapa, (yHTa,
BOCKITUIIATENIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE TAHHBIE HA CAWTAX, KOTOPHIM HE JI0BEPSCIIb.
JJIEKTPOHHAS MOYTA

DONeKTpOHHAas IOo4YTa - 3TO TEXHOJOTHS W NPENOCTaBlsieMble €10 YCIYI'M MO IEpechUIKe U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIEHUHN, KOTOpbIE paclpeAesioTcs B KOMIbIOTEpHOI ceTu. OOBIYHO
AIIEKTPOHHBINA MOYTOBBIM SUIMK BBIVIAIUT CIAEAYIOIIMM 00pa3oM: UM _IOJb30BaTEISI(@UMS_TOMEHA.
Taxxe kpome nepegaun MpOCTOro TeKCTa, MMEETCsS BO3MOKHOCTh IiepeaBaTh (ailibl.

OcCHOBHBIE COBETHI 10 O€30TaCHOM PabOTEe C AIMEKTPOHHOHN MOYTOM:

1. Hago BbIOpaTh NpaBWIBHBIA IOYTOBBIA cepBUC. B HHTEpHETE €CThb OTrPOMHBIN BBIOOP
OecCIJIaTHBIX TOYTOBBIX CEPBHCOB, OJHAKO Jy4llle JOBEpPATh TEM, KOTO 3HAaellb U KTO NEPBBIA B
peUTHHTE;

2. He yka3piBali B JMYHOM TouTe JMYHYIO HHpopManuio. Hampumep, sydmie BbIOpaTh
"My3bIKasIbHBIN (haHaT@" uam "pok2013" BmecTo "Temal3";

3. VMcnonp3yil ABYXSTAlHYIO aBTOPU3AIMIO. JTO KOrJa MOMHMO Iapojisi HYKHO BBOIHUTH KO,
npuckLIaeMblid o SMS;

4. BpiGepu ci0xHbIM naposib. s KaXa0ro MOYTOBOTO SIIMKA JIOJDKEH ObITh CBOM HaAEXKHBIH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOYKHOCTh HalucaTh caMOMy CBOM JIMYHBIN BOIIPOC, I/ICHOJ'IBS}’ﬁ 9TY BO3BMOXHOCTbD,

6. HMcnosb3yli HECKOJIBKO MOYTOBBIX AIIMKOB. IlepBbIil JUIsl yacTHOW NEpenucKu C aapecarami,
KOTOPBIM ThI JOBEpPSACHIb. DTO AJIEKTPOHHBIN aIpec HE HAJ0 MCIOJb30BaTh MPH PETHCTpallMM Ha
¢dopymax u caiirax;

7. He oTkpsbIBail (aiiibl ¥ Jpyrue BIOXKEHHUS B MUChMaX, Jake €CJIM OHHM IMPUIILTH OT TBOUX JPYy3eH.
Jlydie yTo4HH y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (pailibl;

8. IToce okoHvyanust pabOTHI HAa MOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKJIAJIKU C CAUTOM He 320y b
HaxaTh Ha "BeiATu'".

Ku0epOyJuIMHT WM BUPTYAJIbHOE H3/1€BATEIbCTBO

KI/I6ep6yJ1J'II/IHF - IIpeciIcaoBaHnC COO6H_ICHI/I$IMI/I, COoZACpIKaIlUMU OCKOp6HeHI/IH, arpeccCuro,



3allyTUBAHKUE, XYJIUTAHCTBO; COIHAILHOEC OOWKOTHPOBAHHUE C IOMOIIBIO Pa3IMYHBIX HHTCPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITHHTOM:

1. He 6pocaiics B 60#. Jlyummii crioco0: moCcOBETOBAThLCS KakK ce0sl BECTH U, €CIIM HET TOTO, K KOMY
MOXKHO O6paTI/ITI)C$[, TO BHa4aJl€ YCIIOKOUTBLCH. Ecnu TBHI HayHems OTBEYaTh OCKOp6JI€HI/IHMI/I Ha
OCKOpOJICHUSI, TO TOJIBKO €IIle OOJIBIIE PA30MKIKEITh KOH(IIHKT;

2. Ypasisiii cBoell kubeppenyrauuei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyaUTaHCKUil oOpa3 BUPTyaJbHOM XHU3HU. MHTepHET (ukcupyer Bce TBOU
NEUCTBUS U COXpaHSeT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. Cobmrofiait CBOIO BUPTYAIBHYIO YE€CTh CMOJIOJY;

6. UWrHopupyil enuHuuHbld HeraTuB. OJHOpPa30BbIE OCKOPOWUTEIbHBIE COOOIIEHUS JIydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcs: Ha Ha4albHOM cTaauy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSIMU, B COITMATBHBIX CETSAX €CTh
BO3MOXHOCTb OJIOKUPOBKH OTHPABKU COOOIIEHHH ¢ ONpeeTICHHBIX aJIpeCOB;

8. Ecmu 1H1 cBHaerens kubepOy/ummHTAa. TBOM JEMCTBUS: BBICTYNUTH MPOTHUB TpECie0oBaTENS,
MOKa3zaTh €My, YTO €ro JIEWCTBUSA OILIEHWBAIOTCS HETaTUBHO, MOJJICPKATh KEPTBY, KOTOPOW HYXKHA
MICUXO0JIOTHYECKast IOMOIIb, COOOLUTUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoouibHbIi Tej1e)OH

CoBpemeHnHbIe cMapTGOHBI U TUIAHIIETH COJEP)KAaT B ceOe BIOJIHE B3POCHBIA (YHKIIMOHAI, U
Tenepb OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMH KOMIIbIoTepamu. OTHAKO, CPEACTB 3aIIUThI IS
MoI0OHBIX YCTPOKUCTB MOKa OYeHb Malio. TecTHpOBaHUE M MOUCK YSA3BUMOCTEH B HUX MPOUCXOIUT HE
TaK UHTCHCUBHO, Kak s [1K, To e camoe kacaeTcss U MOOMIIBHBIX TTPHUIIOKCHUH.

CoBpemeHHbIE MOOUITBHBIE Opay3epbl YK€ MPAaKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacimupenre QyHKIMoHaa BiaedeT 3a co00 OOJIBIIYIO CI0XKHOCTh U MEHBIIYIO 3aIIUIIEHHOCTb.

[[aneKo HEC BCC IMTPOMU3BOJUTCIIN BEIITYCKAOT 06HOBJ'ICHI/IH, 3aKpbIBAOINE KPUTHYCCKUEC YA3BUMOCTHU
JJIs1 CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JUIA 0€3011aCHOCTH MOOMIIBHOTO TeJ'Ie(bOHaZ

Huuero He sBseTcs MMOo-HacCTOALICMY OecIUIaTHBIM. By,[[b OCTOPOIKCH, B€Ab KOT'/la Tebe npeaiararoT
OecIUIaTHBIN KOHTCHT, B HEM MOT'YT OBITH CKPBITbI KaKUEC-TO IIJIATHBIC YCIIYTI'U,

Hymaii, npexnae yeM otnpaBuTb SMS, ¢oto wimm Buzneo. Thl TOUHO 3Haellb, rie OHU OyayT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Vcnonb3yit aHTHBUPYCHBIE IPOTPaMMBI JJ1s1 MOOMJIBHBIX TeNEe(OHOB;

He 3arpyaii mpuiaoKeHust OT HEM3BECTHOT'O HCTOYHUKA, BEJIb OHH MOTYT COJIEPKATh BPEIOHOCHOE
IpOrpaMMHOE 00eCTIeueHHE;

[Tocne Toro kKak Thl BBIAJCIIL C CaiTa, TJe BBOJWI JHUUHYIO WH(GOPMAIIUIO, 3aiiI1 B HACTPOUKH
Opaysepa u ynanu cookies;



IIepuoanuecku npoBepsid, KaKue IUIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOl HOMEp MOOHJIBHOTO TenedoHa TOJNBKO JIIOJSAM, KOTOPBIX Thl 3HACUIb U KOMY
JOBEPSEIID;

Bluetooth momxen ObITh BRIKITIOUEH, KOT/Ia THI UM HE MOJIb3yenibesi. He 3a0pIBail nHOT/1a TPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPbI - 3TO KpPacoOuyHbIE, 3aXBATHIBAIOLIUE PA3BJICUEHUS, 00bEIUHAIONINE
COTHH THICSY YEJIOBEK 110 BceMY MUpPY. VIrpoku ncciaenyoT JaHHbIH UM MUP, OOIIA0TCSI APYT C APYroM,
BBITNIOJIHSAIOT 3aJaHMsl, CPaKalOTCsl ¢ MOHCTPAaMH M TOJIyYalOT ONBIT. 32 yJOBOJIbCTBUE OHHU ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBatOT aDOHEMEHT WM IPUOOPETAIOT KaAKHUEe-TO OMIIUH.

Bce 3tn cpenctBa MAayT Ha MOJAEpKaHUE M Pa3sBUTHE UIPHI, a TAKKe Ha caMy O€30IacHOCTB:
COBEPIICHCTBYIOTCSI CUCTEMBbI aBTOPU3ALMU, BBIYCKAIOTCS HOBBIE MaTdyu (IU(POBHIE 3aIUIATKH JUIS
MIPOrpaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B HOHO6HBIX HUrpax CTOUT OIacaTrbCsa HE CTOJBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXXu TBOECTO
mapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpU3aAllUN OOJIBIIMHCTBA urp.

OCHOBHEIE COBETHI 110 0E30IIaCHOCTU TBOETO HUIrpoOBOIro aKKayHTa:

1. Ecnu npyroii urpok BeneT cedsl IIOX0 WM CO3/aeT Tebe HeMpUATHOCTH, 3a0JI0OKUpYHl ero B
CIIMCKE UT'POKOB;

2. Tloxanyiics aAMUHUCTPATOpaM UIPbl Ha IJIOXO€ IOBEACHUE 3TOT0 HWIPOKA, KEIATEIbHO
MPUJIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3spiBaii tnuHyto nHGOpManuo B mpodaiisie urpel;
4. YBaxail Apyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uIUagbHbIE TATYA U MOJIBI;

6. Mcnonb3yi CIOKHBIE U Pa3HbI€ MApOJIH;

7. Jlaxke BO BpeMs UTpbl HE CTOMT OTKIItoYaTh aHTUBHUpYC. [loka Thl Urpaemib, TBOIl KOMIbIOTEP
MOTYT 3apa3HTh.

@OUIIUHT WA Kpaxka JUYHbIX JaHHBbIX

OOBIYHOWM KpaXKel JeHer W JTOKYMEHTOB CErOJHs Y€ HHKOTO HE YAWBHUIIb, HO C Pa3BUTHEM
WHTCPHET-TEXHOJIOTHI 3JIOYMBIIIJICHHUKA TEPEMECTUIMCh B UHTEPHET, M IMPOJIOJDKAIOT 3aHHUMAThCSI
"1r0OUMBIM" HETIOM.

Tak mosiBMIIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJ1aBHAs 1eJIb KOTOPOTO
COCTOUT B MOJIydEHUH KOH(PHJCHIMAIbHBIX JAaHHBIX IOJIb30BaTeNIe - JIOTMHOB M maposieil. Ha
aHrMickoM s3bike phishing untaercs kak ¢pummHr (ot fishing - peiOHas noBis, password - mapoJib).

OcHOBHBIE COBETHI IO 6OPHOE ¢ (PUIINHTOM:

1. CJ'IC,[[I/I 34 CBOMM AKKayHTOM. Ecnu ThI Imoa03peBacuib, 4YTO TBOSA AHKCTA ObLia B3JIOMaHa, TO
HCO6XO,Z[I/IMO 33.6J'IOKI/Ip0BaTB ccn COO6I_I_[I/ITL AIMUHUCTpATOPpaM pecypca 00 3TOM KaK MOYKHO CKOpEC;

2. HCHOJ’IB3yﬁ Oe3omacHbIe Be6-caﬁTLI, B TOM YHUCJIC, HHTCPHCT-MAara3nHoB U MOUCKOBBIX CUCTCM;

3. HCHOJ’IL3yﬁ CJIOKHBIC W PpPa3HBIC I1apOJIu. Takum 06pa30M, ecau  TeOs B3JIOMAarOT, TO



3JIOYMBIIIJICHHUKHY 1TOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(i)I/IJ'IIO B C€TH, 4 HC KO BCCM,

4. Ecnmu TeOs B3JIOMand, TO HEOOXOOMMO MPEAYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
no0aBieHbl y T€OS B JIPY3bSX, O TOM, 4TO TeOs B3JIOMAIH M, BOBMOXHO, OT TBOETO UMEHHU OyIeT
pacchUIaThCs CIIaM U CCHUIKU Ha (DUITUHTOBBIC CANTHI,

5. YcranoBu HajgexHbIH mapois (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKII0YM COXpaHEHHE MapoJis B Opaysepe;

7. He oTkpbIBaii (aiiibl ¥ Jpyrue BIOKEHHUS B MIUChMaX, AK€ €CIIM OHH IPHUIILTH OT TBOUX JPY3EH.
Jlyumie yro4HHM y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (HalJIbl.

Hudposas penyranust

Hudposas penyrauus - 3TO HEraTuBHas WM [O3UTHBHAas HHQOpManus B ceTH O Tebe.
Kommnpomerupytomas uHpopMaius, pa3MelleHHass B HUHTEpHETE, MOXET Cepbe3HbIM 00pazoM
OTpa3uThCs Ha TBOeH peanbHOM >ku3HM. "Lludpomas pemyrauua" - 3TO TBOM HMHUIK, KOTOPBIN
dbopmupyetcs u3 nHpopMalnu o Tede B UHTEPHETE.

TBoe MmecTo ’xuTenbCcTBa, y4eObl, TBO€ (DMHAHCOBOE IMOJIOKEHHE, OCOOEHHOCTH XapakTrepa U
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue mOJIPOCTKU JIETKOMBICIIEHHO OTHOCATCA K MyOJUMKAalUW JUYHOM HMHPOpManuu B
I/IHTepHeTe, HC IOHHMasi BO3MOKHBIX HOCHG}ICTBI/If/i. To1 JaX€ HE CMOXCIIb JoraaarbCsa O TOM, 4YTO
(dboTorpadus, pazMelIeHHas 5 JIeT Ha3ad, cTaja MPUUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapum, pa3menieHue TBoux ¢Gotorpaduii u Ipyrue IeHCTBHS MOTYT HE MCUE3HYTh JIaXe
MOCJIe TOr0, KaK Thl UX yJalUIb. Thl HE 3HaElIb, KTO COXpAaHWI 3Ty UHPOpPMAIUIO, MoMNaia 1 OHA B
MTOMCKOBBIE CUCTEMbI U COXPAHMUJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKPYKaIoIue JIIO/IU,
KOTOPBIC HAMAYT U YBUIAT 3T0. HaiiT MH(pOpMAaIIMIO MHOTO JIET CITYCTSI CMOJKET JIFOOOH - KaK U3 T0OPBIX
MOOYKJICHUH, TaK U ¢ HAMEPEHUEM IPUYUHHUTD Bpea. DTO MOXKET ObITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(POBON peryTaluu:

1. [lomymaii, mpekae yeM 4To-To MyONMKOBaTh U IepefaBaTh y ce0s B OJ0re UM B COLMALHOM
CceTH;

2. B mnHactpoiikax mnpo¢uias YCTaHOBHM OTPpaHMUYEHHUS HA MPOCMOTP TBOETO MpOGuUIs U €ro
COJIEPKUMOT0, C/IeNIall €ro TOJIbKO "1uist 1py3ei”;

3. He pasmemniaii 1 He yka3biBall MH(OpMAIMIO, KOTOpas MOXXET KOTro-THO0 OCKOPOJISITH WU
00MXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IKOJIBHUKHU - aKTUBHBIE MOJIH30BATENN UGPPOBOTO MpOocTpaHCcTBa. OJHAKO AaJIEeKO
HE BCE 3HAIOT, YTO I0JIb30BAaHHE MHOTUMH BO3MOXXHOCTSIMH LIU(POBOro MHpa TpeOyeT coOIroIeHHs
[IPaB Ha MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTb.

TepMI/IH "I/IHTeJ'IJ'IeKTyaJIBHaH COOCTBEHHOCTB'" OTHOCHTCS K Pa3JINIHBIM TBOPCHUAM YEIIOBCUYECKOI'O
yMa, HaurnHasa ¢ HOBBIX H306peTeHHI>i 1 3HAKOB, 0603Haan0H_[I/IX COOCTBEHHOCTH Ha MMPOAYKTHI U YCIIYT'H,
U 3aKaH4YMBasid KHUI'aMH, (I)OTOF pa(I)I/ISIMI/I, KI/IHO(pI/IJ'ILMaMI/I 1 MY3bIKaJIbHBIMU ITPONU3BCACHUSAMU.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEACHUS HAYKH,
JUTEpaTyppl M MCKycCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KaueCTBE TIapaHTUM TOrO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUN TPy aBTOpa He OyneT HampacHbIM, JacT €My CIpaBeIMBbIe
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOETO TPy/la, MOJIYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro



0e3 paspelieHusi aBTopa HE MOKET BOCIPOU3BOJUTH €T0 MPOU3BEJCHUE, PACIPOCTPAHATD, ITyOIHMYHO
JEMOHCTPUPOBaTh, IpOJaBaTh, HMMIOPTUPOBAaTh, IIyCKaTb B IpOKaT, IIyOJIWYHO HCIIOJIHATE,
MOKa3bIBATh/UCIIOIHATE B 3(pupe nim pa3meniats B IHTepHeTe.

Hcnonp3oBanue "muparckoro” nmporpaMMHOTO 00€CI€YeHHs MOKET IIPUBECTH K MHOTMM PUCKaM:
OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM [0 OJIOKMPOBKM TBOEIrO YCTpOIICTBa, I/ie€ YCTaHOBJIEHA
HeneranbHas nporpamma. He ctout Takke 3a0bIBaTh, YTO CYLIECTBYIOT JIETaIbHbIE U OECIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAalTH B CETH.

O nopraJie
CerteBUYOK.p( - TBOH INIaBHBIN COBETUYMK B CETH. 3/1ECh Thl MOKEIlIb Y3HATh O OE30MACHOCTH B CETH

MOHATHBIM M JOCTYIHBIM $3bIKOM, @ IPU BO3HUKHOBEHHM KPUTHUYECKOM CHUTyallud OOpaTUThCA 3a
COBETOM. A TakKe IPUHSTH y4acTHE B KOHKYpCcaxX U CTaTh CaMbIM IIU(PPOBBIM IpaKJaHHHOM !
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